
Suspicious links
Hover before clicking

Fake senders
Emails claiming to be from U of T 

U of T will never ask for your
password by email

Requests for personal
information

Unexpected attachments
Especially from unknown senders

“Act now or your account will be
suspended”

Urgent messages 

Don’t take the bait
Spot phishing before it hooks you

Phishing emails are
designed to trick you into
revealing passwords,
banking information or
personal data.

Red flags to watch for 

Report suspicious emails using the U of T Report Phishing
feature in Outlook.

If you believe financial information was shared, contact:
Campus Safety (non-urgent)

416-978-2323

Report it

View common threats
See phishing examples targeting the
U of T community 
uoft.me/phishbowl
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